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REASONS TO MOD A VIDEO GAME CONSOLE

ÅBackup original disks for preservation or to reduce disk drive failure

ÅAllow region free (play Japanese or PAL games on a USA game system)

ÅRun unsigned code (all of the below): 

ÅHomebrew and PC ports ð Quake I II III, Xmugen, community built apps and games

ÅEmulate older systems such as Atari, Commodore 64, SNES, NES, GB, GBA, Genesis, Neo-Geo, 

MAME arcade, TurboGrafx-16, Playstation, dosbox, and more

ÅGame modifications (Soul Calibur Reloaded, Halo Custom Edition, DOA, GTA mods, cheats)

ÅConvert to HTPC (Xbox Media Player, Xbox Media Center aka XBMC or Kodi)

ÅUse as a Linux PC ð Yellow dog (PS3), GentooX (Xbox)

ÅConvert to Development kit

ÅPiracy (unfortunate side effect of running unsigned code)



TYPES OF MODS

ÅHardmods

ÅModchips, DVD pass-through devices, DVD firmware flash, or motherboard firmware (TSOP or NAND) flash

ÅRequires soldering most of the time

ÅDangers: Hardware damage from poor soldering skills or bricking a system due to wrong file or key flashed

ÅSoftmods

ÅSoftware exploits ð mostly using an existing exploit in a specific video game (Lumines, 007, MechAssault, etc.)

ÅNo soldering required

ÅDangers: Deleting the wrong file or using the wrong exploit (NTSC vs NTSC-J) can brick your system

ÅFlash Carts

ÅRetail sized game carts with Mini/MicroSD slots for GBA, DS, DSi, and 3DS. 

ÅAble to load emulators, homebrew, and a collection of games on one cart



CONSOLE MODIFICATION TIMELINE



PLAYSTATION 1

ÅGameShark or Action Replay

ÅPlugged into original PS1õs parallel port. Later PS1 models had this parallel port 
removed

ÅOriginally used for codes and cheats but could be made to launch backups and imports 

without soldering in a modchip



PLAYSTATION 1

ÅOld Crow Modchip

Å4-6 wire PIC chip compatible with all versions of PS1

ÅAllowed PS1 to play imports and backups



PLAYSTATION 2

ÅModchips: DMS, Matrix Infinity, Modbo

ÅHDLoader and USBXtreme: Software that allows the PS2 to launch game ISOs from 

internal IDE HDD or USB. HDLoader was originally CD only boot. OpenPS2Loader is 

similar to these programs but also allows loading ISOs from SMB network shares.

ÅFreeMCBOOT: Standard memory card modified to allow unsigned code on the PS2. 

No modchip required.

ÅSave and launch OpenPS2Loader, HDLoader, USBXtreme, programs and emulators on PS2 

memory card or USB stick



PLAYSTATION 2: MATRIX INFINITY SLIM PS2



PLAYSTATION 2: MATRIX INFINITY SLIM PS2



PLAYSTATION 2: MATRIX INFINITY SLIM PS2



PLAYSTATION 2: MATRIX INFINITY FAT PS2



PLAYSTATION 2: FAT PS2 WITH IDE HARD DRIVE

ÅOriginally used for retail game caching for faster loading but eventually allowed full game 

launching without disc through third party programs like HD Loader and HD Advance

Å48-bit LBA with limit of 144TB but safer not to exceed 750GB so to avoid data corruption.



PLAYSTATION 2: HDCOMBO BAY FOR SLIM PS2



PLAYSTATION 2: HDLOADER AND OPENPS2LOADER



PLAYSTATION 2: MEMOR32 VS FREEMCBOOT

Å Team Memento releases the overpriced Memor32 memory card (no modchip required).

Å Memor32 allowed booting of custom OS, hombrew, backup loaders, and emulators.

ÅWas short lived as it was quickly reverse engineered and released for free and could 

be installed on any vanilla Sony PS2 memory card.



PLAYSTATION PORTABLE (PSP)

ÅTIFF Exploit: Buffer overrun allowing unsigned code on v1.50 stock PSP firmware. Executed by 

browsing photos on the memory stick or starting a slideshow. Gone after reboot.

ÅUMD Game Exploits: Buffer overflow allowing unsigned code on v2.50/v2.60 stock PSP firmware. 

GTA Liberty City stories or Lumines were typically used. Gone after reboot.

ÅCustom Firmware (CFW): Modified firmware that allowed homebrew and integrated CSO/ISO 

loading. This was flashed to the PSP replacing stock firmware. Persistent after reboot.

ÅUndiluted Platinum Modchip: Allowed PSPs to run custom firmware along stock PSP firmware. 

Mostly used for òunbrickingó PSPs with corrupted firmware.

ÅPandora Battery: Modified battery used in conjunction with software on memory stick that allowed 

that PSP to boot into a reverse-engineered factory service mode, allowing installation of custom 

firmware and unbricking of corrupted firmware.



PLAYSTATION PORTABLE: PANDORA BATTERY



PLAYSTATION 3
Å11/2006: PS3 is released

Å1/2010: GeoHot hacks the PS3, gains access to the HyperVisor (after booting Linux with the help of the PS3s òOtherOSó 

feature) and was able to dump itõs NAND. PS3 has a hardware Hypervisor which code is located in the main CPU and one of 

its 7 seven cell processors.

Å3/2010: Sony removes òOtherOSó from the PS3

Å8/2010: PS Jailbreak team announces òPS Jailbreakó dongle for $130. Allows unsigned code on PS3 using a USB exploit.

Å8/2010: PS Jailbreak is reverse engineered and PSGroove (clone) is released ð a free open source version of PS Jailbreak 

using the Teensy++ USB development board or AT90USBKEY.

Å9/2010: Sony releases firmware update 3.42 disabling the use of PS Jailbreak and all clones.

Å10/2010: fail0verflow group (known for the Wii Homebrew channel) obtain PS3 private cryptography keys.

Å11/2010: PS Jailbreak team release òPS Downgradeó USB stick allowing firmware downgrade. This worked by using a USB 
factory service mode in combination with a service app which was leaked.

Å12/2010: Sony blocks downgrades with v3.55 firmware

Å1/2011: First PS3 custom firmware released

http://rdist.root.org/2010/01/27/how-the-ps3-hypervisor-was-hacked/
https://youtu.be/HEFMAP0mTvY?list=PLC9B17121DCD7CD7F


GAMECUBE

ÅSD Media Launcher: Gamecube memory card with SD slot built-in

ÅAllows launching of homebrew and ISOs on up to 4GB SD card

ÅQOOB modchip

ÅDirect boot game discs (no disc swapping required)

Å16Mbit flash memory for app storage (GCOS, apps, and emulators)

ÅBIOS selection/control

ÅCustom Gamecube case:

ÅStandard Gamecube discs were 1.5GB 8cm (3.1 inch) discs

ÅA custom case would be installed to accept 12cm (4.75 inch) discs which were more widely 

available



GAMECUBE: SD MEDIA LAUNCHER



GAMECUBE: QOOB MODCHIP



GAMECUBE: QOOB MODCHIP 



GAMECUBE: QOOB MODCHIP



NINTENDO WII

Å729MHz PowerPC Broadway CPU

Å243MHz ATI Hollywood GPU (Based on Gamecube òFlipperó GPU, just 50% 

faster)

ÅContains an NEC ARM256 core named òStarletó which controls I/O functions, Wireless, 

USB, and optical disc drive. Also handles security and encryption functions and has 

hardware implementations of AES and SHA-1. 

http://wiibrew.org/wiki/Hardware/Starlet


NINTENDO WII: HARDMODS

ÅDVD Drive Modchips: WiiKey (direct solder), WiiFree (PIC chip), DriveKey 

solderless (DVD passthrough)

ÅDrive emulation devices:

ÅFlatMii (load Wii/GC ISOs from PC via USB)

ÅWODE Jukebox (load Wii/GC ISOs from HDD via USB)



NINTENDO WII: BOOT PROCESS

ÅARM (òStarletó processor ð located inside ATI Hollywood GPU)

Åboot0 A mask ROM (1.5K) which loads boot1 and verifies its SHA1 hash against that stored in OTP. If there is 

a mismatch, the system will halt.

Åboot1 Lives in the first block of NAND; loads one of two copies of boot2 from blocks 1-7 of NAND and 

verifies it using RSA / SHA1.

Åboot2 A stripped-down version of IOS. It reads the NAND filesystem, verifies HMAC signatures, then loads the 

System Menu's IOS.

ÅIOS sees its being booted thanks to the writes of boot2 and bootstraps the PPC to start the System Menu.

ÅPPC (IBM Broadway PowerPC CPU)

ÅThe System Menu is the first visible user interface since it is the first code running on the PowerPC. It has higher 

access privileges compared to games (e.g. it can read and write to every savegame). 

http://wiibrew.org/wiki/Boot0
http://wiibrew.org/wiki/Hardware/OTP
http://wiibrew.org/wiki/Boot1
http://wiibrew.org/wiki/Boot2
http://wiibrew.org/wiki/IOS
http://wiibrew.org/wiki/System_Menu


NINTENDO WII: WIIKEY MODCHIP



NINTENDO WII: DVD DRIVE EPOXY

ÅEventually Wii DVD drive PCBs started to show up with epoxy on them (likely 

meant to discourage modchip installation). It was easily removed with a mini 

heat gun and an exacto knife J



NINTENDO WII: WIIFREE MODCHIP

ÅLow cost 12F629 PIC chip. Load WiiFree Hex on it yourself with a PIC 

programmer:



NINTENDO WII: DRIVEKEY MODCHIP

ÅDVD pass-through modchip. No soldering required.



NINTENDO WII: FLATMII MODCHIP

ÅAllows Wii to load ISOs directly from PC via USB



NINTENDO WII: WODE JUKEBOX

ÅDVD drive emulator that allows you to Load Wii/GC ISOs from HDD attached 

via USB.



NINTENDO WII: SOFTMODS
ÅMade hardmods obsolete. Wii softmods were capable of much more such as homebrew software, emulation, 

and loading games from USB hard drive, all without having to open the Wii and install a modchip.

ÅTweezer Attack: Involved using a pair of tweezers to bridge areas of memory, allowing access to limited 

sections of Wii. This lead to the discovery of the undocumented òStarletó processor (located in the GPU) and 

the Wii public key.

ÅTwilight Hack (up to v4.0): Released by òTeam Twiizersó. Took advantage of a save game bug in the Legend 

of Zelda, Twilight Princess. You would place the modified game save on an SD card, transfer it to your Wii, 

load the save but instead the Wii would launch into the Homebrew Channel installer. Watch 25C3: Wii Fail 

for more info.

ÅBannerbomb (up to v4.2): Loads exploit via the channels section in the SD card management screen. Disabled 

by Nintendo via system menu 4.3 update.

ÅLetterbomb (v4.3+): Loads exploit via Wii Message Board which crashes the Wii to initiate the softmod.

ÅBootMii: Hacked version of Boot2 that allows low level access to the Wii. Boots before IOS and System Menu. 

Always a good idea to install along with a softmod since it allows you to backup/restore your NAND and fix 

your Wii in case you accidentally brick it.

https://en.wikipedia.org/wiki/Homebrew_Channel
https://youtu.be/lyVuY_S5VcI
https://youtu.be/KBvif-hSXTI


NINTENDO WII: HOMEBREW SOFTWARE



FLASH CARTS FOR NINTENDO HANDHELDS

ÅGame cartidges that hold up to 8Mbit memory or contain mini or microSD slots for 

external memory.

ÅUsed to store and launch homebrew apps, music, ebooks, and games

ÅR4, DSTWO, M3 for GBA, DS, DSi, DSXL, 3DS, and 3DSXL


